
Welcome to the “New features to help secure external 
collaboration using MIP” Webinar

We will start at 2-3 minutes after the scheduled time to 
accommodate those still connecting.

Questions? Feel free to type them in the instant message window at any time. Note that 
any questions you post will be public. You have the option to post questions anonymously.

This webinar is being recorded and is available later for viewing using the same event link.

Join our Community: https://www.yammer.com/askipteam/
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Today’s Agenda

• Overview MIP Ecosystem
• Protection sharing options

• SharePoint Online
• External Sharing flow
• Default Sharing Link
• Sensitive by Default

• Email
• Email sharing flow
• Best practices



Microsoft Information Protection (MIP) 
Key customer benefits

BUILT-IN
Built-in labeling and protection experience in Microsoft 365 
apps, Microsoft 365 services, other MS services like Power BI, 
Edge and Windows

INTELLIGENT 
Accuracy in classification via ML based trainable classifiers and 
exact data match 

UNIFIED
Single admin console to configure and manage your policies 
and view analytics across on-premises, Microsoft 365 apps, 
Microsoft 365 services, 3rd party services and Windows devices

EXTENSIBLE 
MIP platform extends the protection experience, in a consistent 
way, to popular non-Microsoft apps and services 

Microsoft Information Protection is a built-in, intelligent, unified and extensible platform and solution to protect sensitive data. 
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Microsoft Information Protection
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Sensitivity Labels are the foundation

M365 SECURITY, COMPLIANCE & MANAGEMENT



External Collaboration: Requires two parts

M365 SECURITY, COMPLIANCE & MANAGEMENT

Recipient Identity - Software used to consume - Permissions



Recap on usage rights

M365 SECURITY, COMPLIANCE & MANAGEMENT



External Collaboration: Options with protected content

M365 SECURITY, COMPLIANCE & MANAGEMENT



Sensitive by default

Default sharing link

Integration with AAD B2B

Sharing with 
SharePoint Online



SPO: External Sharing

M365 SECURITY, COMPLIANCE & MANAGEMENT

Container label properties



SPO: External Sharing flow



SPO: External Sharing –
integration with AAD B2B

M365 SECURITY, COMPLIANCE & MANAGEMENT

https://docs.microsoft.com/en-us/sharepoint/sharepoint-azureb2b-integration



SPO: External Sharing – enabling the integration with AAD B2B

M365 SECURITY, COMPLIANCE & MANAGEMENT

https://docs.microsoft.com/en-us/sharepoint/sharepoint-azureb2b-integration

• Pre-requisite:
• your organization needs to have Azure AD email one-time passcode authentication enabled.

1. Use the SharePoint Online Management Shell and run the following commands:



SPO: External Sharing – M365 dynamic groups Vs. “any auth user”

M365 SECURITY, COMPLIANCE & MANAGEMENT

• What if I don’t know who I’ll be sharing with when configuring the admin-defined permissions?

• Manually add guest accounts to the group used for Admin-Defined permissions
• Use “any authenticated user” right (USE WITH CAUTION)
• Use M365 Dynamic Groups

From the Assign Permissions blade when configuring permissions on the label:



SPO: External Sharing – M365 dynamic groups Vs. “any auth user”

M365 SECURITY, COMPLIANCE & MANAGEMENT

Dynamic group example:



SPO: Default sharing link

Approach of least privilege:



SPO: Sensitive by default

M365 SECURITY, COMPLIANCE & MANAGEMENT

https://aka.ms/MIPC/sensitivebydefault



Sensitive by default

M365 SECURITY, COMPLIANCE & MANAGEMENT

• Use the SharePoint Online Management Shell

• Enable: 
• Set-SPOTenantௗ-MarkNewFilesSensitiveByDefault BlockExternalSharing

• Disable
• Set-SPOTenantௗ-MarkNewFilesSensitiveByDefault AllowExternalSharing



Best practice

M365 SECURITY, COMPLIANCE & MANAGEMENT

• Do you know who content will be shared with?

• Static groups for MIP permissions = best experience

• Balance collaboration with security posture when considering “any authenticated user



Encryption flow improvements through Exchange Online

Document attachment improvements in the OME portal

Encryption ecosystem across MIP, DLP, and OME

Sharing with Email



Encryption across ecosystem 

• Different MIP solutions use the same underlying encryption technology to control access 
on documents and email



OME & AME

• Office 365 Message Encryption (OME) & Office 365    
Advanced Message Encryption (AME) is the underlying 
solution that provides a consistent consumption experience 
across all the different MIP solutions that applies encryption 
to mail and document attachments 

• OME offers fundamental functionality across all MIP 
encrypted mail

• Zero setup with built-in encryption (Do Not Forward and encrypt-only) to 
Outlook clients and other MIP solutions to create encrypted mail to any 
recipients

• An OME portal to store all encrypted mail for (non-M365) external recipients
• A single default OME branding configuration for customizing the notification 

mail and OME portal

• AME offers additional functionality across all MIP 
encrypted mail

• Creation of custom OME branding configurations to apply based on your 
intended audience

• OME branding configurations with expiration on access to mail stored in OME 
portal

• Admin and end-user revocation to mail stored in OME portal



Using UDP for external collaboration with email

• UDP provides the flexibility for users in your 
organizations to protect documents and emails to 
specific audiences on-demand

• Use Encrypt-Only protection to give permissions to 
recipients in the mail conversation to extend 
collaboration and communication with other relevant 
people

• Use OME portal to provide a consistent experience to 
external users to consume encrypted messages and 
any encrypted documents, even for non-M365 users



Encryption removal and external collaboration

• There are situations when there is a need to use a 3rd

party solution that cannot reason/respond over 
encrypted mail conversations but need to transmit 
sensitive content with protection

• OME allows admins to create mail flow rules to apply 
or remove encryption as appropriate on outgoing 
mail

• Mail flow rules can also remove encryption on mail 
replies



Best practice and guidance

• For customer facing communication and document sharing, it would be appropriate to 
send secure email and apply OME branding templates to ensure all external recipients 
retrieve mail from OME portal

• Automated system such as customer support or payroll would benefit from using OME 
and setup mail flow rule to encrypt/unencrypt mail

• 3rd party journaling solution that cannot reason over encrypted mail can use OME to 
generate a compatible mail for storage by leveraging mail flow rules to remove the 
encryption from a bcc copy



Resources

M365 SECURITY, COMPLIANCE & MANAGEMENT

• One-Stop-Shop – https://aka.ms/MIPC/OSS
• Webinars – https://aka.ms/MIPC/Webinars
• Previews – https://aka.ms/MIPC/Previews

• Scenario Based Demo’s video series – https://aka.ms/MIPC/SBD

• SharePoint - https://aka.ms/MIPC/ExternalCollab
• SharePoint & AAD B2B - https://docs.microsoft.com/en-us/sharepoint/sharepoint-azureb2b-integration
• AAD - https://docs.microsoft.com/en-us/azure/active-directory/external-identities/o365-external-user


